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Abstract: The conventional vehicle insurance claim and settlement 

landscape is characterised by significant inefficiencies, including 

cumbersome claim submissions, arbitrary damage assessments, and 

susceptibility to fraudulent activities. These problems lead to a longer 

processing time, higher operational cost to the insurers and a reduction in 

policyholder satisfaction. To address these important challenges, this study 

proposes a streamlined vehicle insurance claims system that fuses data 

supplied by IoT sensors and a blockchain-based platform. Our proposed 

system simplifies the lifecycle of claims by exploiting the immutability and 

transparency of the distributed ledger of blockchain and automating the smart 

contracts. IoT sensors can be used to provide objective data on the verification 
of incidents (real-time data), and smart contracts can be used to pay out claims 

based on predetermined rules (without human intervention), reducing the risk 

of fraud. Additionally, a risk management model and mathematical security 

calculations through hashing and Elliptic Curve Cryptography (ECC) makes 

resilience stronger. An internet of things (IoT) pilot study of vehicles shows 

40% faster claim settlements, higher than 92% fraud detection rates, and 

increased stakeholder trust. This new strategy is set to improve the safety, 

effectiveness, and equity of the auto insurance claims, a step towards a more 

trustworthy and dependable ecosystem to all parties involved. 

 

Keywords: Internet of Things (IoT), Blockchain Technology, Insurance, 

Underwriting, Risk Management, Fraud Prevention, Claims Processing 
 

Introduction 

This research proposes an integrated blockchain-IoT 

platform for processing vehicle insurance claims, 

validated through a prototype implementation and 

empirical testing. The difficulties and complexities 

associated with filing insurance claims are a well-
documented issue. For example, submitting an auto 

insurance claim typically involves multiple steps: 

gathering documents from various offices, organizing 

them chronologically, and submitting them to the 

appropriate authorities, often followed by a police 

verification requested by the insurer. 

Blockchain technology offers significant advantages 

in streamlining these procedures and addressing related 
challenges. It has the potential to facilitate industrial 
integration, improve information sharing across inquiry 
departments, and simplify how insurers access verified 
data. Internet-based insurance models play a key role 
here. This study incorporates both blockchain and smart 
contract technologies, which are explained in the 
following sections. These technologies are particularly 
valuable because they enable solutions for online 
underwriting challenges, provide enhanced supervision 
capabilities, can be applied to address risk management 
issues, and support effective anti-money laundering efforts. 
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Background 

Blockchain is a transformative technology with the 
potential to fundamentally alter the nature of business, 

and its impact is expected to grow significantly in the 

coming decades. By enabling a decentralized and 

distributed digital ledger, blockchain enhances 

transparency, data security, and integrity through its 

immutable and unforgeable structure. The process by 

which blocks are validated is illustrated in Fig. 1. Once a 

block is authorized, it is broadcast to every node in the 

network. Each node then verifies the transaction, and 

participants may receive a reward for their validation 

work before the block is finalized and appended to the 

existing blockchain. 

Blockchain Technology 

Blockchain technology functions as a continuously 

growing database of records, referred to as blocks, which 
are linked and encrypted to ensure security (Figure 2). 

Each block typically contains a timestamp, immutable 
transaction data, and the cryptographic hash code of the 

preceding block. The concept of blockchain was 
introduced by Nakamoto in 2008. At its core, 

blockchain is a distributed ledger of transactions or 
events, commonly known as Distributed Ledger 

Technology (DLT). As such, blockchain technology 
offers a decentralized registry with distributed data 

control, ensuring information security, transparency, 
integrity, and resistance to tampering and forgery. It 

provides high efficiency and low operational costs 
while remaining programmable, features that enhance 

both flexibility and reliability. Unlike traditional 
centralized databases, blockchain enables transparent, 

secure, decentralized, efficient, and cost-effective 
transaction tracking.

 

 
 

Fig. 1: Blockchain Approval Process 

 

 
 

Fig. 2: Connected Blocks 
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Smart Contract 

Smart contracts have significantly advanced 
blockchain technology by enabling automated, self-
executing agreements. First conceptualized in the 1990s, 
a smart contract is a computerized transaction protocol 
that executes the terms of an agreement. These contracts 
encode contractual provisions into logical conditions, for 
instance, automatically imposing a penalty when a party 
violates the agreement. The complete lifecycle of a smart 
contract comprises four stages, as depicted in Figure 3. 

When integrated with blockchain technology, smart 
contracts become fully functional. Legal clauses are 
translated into executable computer code while preserving 
the original contractual logic through programmatic 
structures such as conditional (if-else) statements. Each 
action performed under the contract is recorded as an 
irreversible transaction on the blockchain, ensuring both 
transparency and immutability. Smart contracts also 
incorporate access control mechanisms and automated 
enforcement protocols. Developers can assign specific 
permissions for each contract function, while the 
embedded enforcement logic guarantees that contractual 
obligations are fulfilled exactly as intended. Once a 
predefined condition is satisfied, the corresponding clause 
is triggered automatically, executing the required 
operation without the need for intermediaries. 

IoT and Blockchain Integration 

Recent advancements in Information and 
Communication Technology (ICT) have accelerated the 

transition from traditional computer-aided manufacturing 

to smart manufacturing, characterized by data-driven 

decision-making. The Internet of Things (IoT) plays a 

pivotal role in this paradigm shift by forming a Cyber-

Physical System (CPS) that bridges the physical industrial 

world with the computational space of digital systems. 

IoT holds significant potential to enhance various 

commercial sectors, including manufacturing, logistics, 

food industries, and utilities. Its primary objectives are to 

improve throughput and operational efficiency, reduce 

machine downtime, and enhance product quality. 
IoT systems are distinguished by several key 

characteristics: decentralization of system architecture, 

diversity of devices and platforms, heterogeneity of 

generated data, and network complexity. However, these 

same features also give rise to significant challenges, 

including limited interoperability among heterogeneous 

IoT systems, resource constraints on IoT devices, and 

vulnerabilities related to privacy and security. Figure 4 

illustrates the concept of Blockchain of Things, which 

integrates blockchain technology with IoT environments 

to address these challenges. 
 

 
 

Fig. 3: Smart Contracts Life Cycle 
 

 
 
Fig. 4: Blockchain of Things 

The emergence of blockchain technology presents a 

promising opportunity to address the aforementioned 

challenges associated with IoT. At its core, a blockchain 

is a distributed ledger that spans the entire network, 

enabling decentralized consensus. This allows 

transactions to be initiated and authenticated within a 

mutually distrusting distributed system without the need 

for a trusted third party. Unlike traditional transaction 

management systems that rely on centralized validation, 

blockchain facilitates decentralized verification, thereby 

reducing operational costs and eliminating the 

performance bottlenecks inherent to central authority 

models. 
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Problem Statement 

According to the International Association of 

Insurance Supervisors (IAIS), an estimated 20 to 30 

percent of insurance claims may be fraudulent. Such fraud 

is often driven by a small subset of dishonest or 

uninformed policyholders. A key contributing factor is the 

lack of transparency and information sharing among 

insurers. For instance, even if one company blacklists a 

policyholder, other insurers may continue to engage with 

that individual without knowledge of their history. This 

information asymmetry undermines the industry's ability 

to assess risk accurately and prevent moral hazard. 

The current insurance landscape is further challenged 

by complex and time-consuming underwriting processes, 

coupled with inadequate monitoring mechanisms across 

companies. These limitations make it difficult to evaluate 

applicants' risk profiles effectively and address emerging 

threats, such as the misuse of online insurance platforms 

for money laundering. 

In the specific context of auto insurance, the 

interaction among claimants, vehicle service providers, 

and insurance companies forms a triangular relationship 

fraught with inefficiencies. At nearly every stage, 

stakeholders encounter fragmented services and 

procedural delays. Insurers also bear significant 

operational costs, particularly in areas such as data 

analysis, claim inspection, payment processing, database 

management, and contract administration. 

A life insurance example illustrates the broader issue: 

claimants often face delays while awaiting police 

verification, a prerequisite imposed by the insurer before 

disbursement. Similarly, in vehicle insurance, the current 

claims process is hindered by cumbersome procedures 

and protracted reimbursement timelines, underscoring the 

urgent need for more streamlined and transparent 

solutions. 

Objective 

This study is designed to achieve several key 

objectives. First, it seeks to conduct a comparative 

analysis between conventional insurance policies and 

those integrated with blockchain technology, highlighting 

the potential advantages and transformative impact of 

blockchain adoption. Second, the research aims to 

leverage smart contracts as a mechanism for enhancing 

transparency and automation in claimant settlement 

processes, thereby reducing delays and improving trust 

among stakeholders. 
Additionally, the study focuses on developing a claims 

management platform that facilitates seamless submission 

of claims using IoT devices installed in policyholders' 

vehicles. This platform will enable the processing of 

vehicle telematics data to support more accurate and 

efficient claims handling. Ultimately, this research 

demonstrates how the integration of blockchain and IoT 

can revitalize the insurance ecosystem, driving innovation 

and operational advancements across the insurance sector. 

Contribution of the Paper 

This research highlights several key contributions of 

blockchain technology to the insurance sector. First, the 

integration of blockchain-based smart contracts can 

significantly enhance the efficiency of claims settlement 

by automating verification and payment processes. 

Second, the inherent security features of blockchain help 

alleviate policyholders' concerns regarding data privacy 

and protection. Third, blockchain technology addresses 

the longstanding issue of mistrust between policyholders 

and insurers by enabling transparent, immutable, and 
verifiable transactions. Fourth, it ensures traceability 

across the sales chain, thereby preventing data 

manipulation and fraud. 

Beyond these direct applications, blockchain has 

emerged as a transformative trend across multiple 

industries, offering a reliable mechanism for maintaining 

decentralized databases. Its core attributes, 

decentralization, trustworthiness, immutability, 

transparency, and traceability, are equally valuable in 

enhancing the structural efficiency, flexibility, and 

transparency of services, including those provided by 
government institutions. By adopting blockchain, 

governments can improve service delivery while fostering 

greater public trust and knowledge. Furthermore, the 

integration of blockchain into public sector operations 

aligns with the global movement toward Internet+ 

applications, a strategic initiative supported by 

governments worldwide to drive digital innovation. 

Literature Review 

Researchers and industry specialists are increasingly 
exploring the potential of blockchain and IoT 

technologies within the insurance sector. A growing body 

of literature examines how these technologies can be 

leveraged to address the challenges outlined above, 

highlighting the transformative advantages they offer in 

enhancing efficiency, transparency, and trust across 

insurance operations. 

Insurance Systems Powered by Blockchain 

Several studies have proposed blockchain-based 

insurance systems that utilize smart contracts to automate 

key processes such as underwriting, risk assessment, and 

claims settlement (Amponsah et al., 2021; 2022). By 

enabling automatic transaction execution and enforcing 

policy conditions, smart contracts help reduce operational 

costs and improve overall efficiency. 

In a related study, researchers explored blockchain-

based solutions aimed at protecting the National Health 

Insurance Scheme (NHIS) from financial risks and cyber 
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threats. The DeLone and McLean Information Systems 

Success Model was employed to evaluate system 

effectiveness, with findings indicating that user 

satisfaction and information quality significantly 

influenced the system's success (Amponsah et al., 2022). 

Despite these advancements, the insurance sector has 

received comparatively limited attention in blockchain 

research. This study seeks to address that gap by 

demonstrating how investments in blockchain technology 

can yield substantial benefits for the insurance industry. 

Prior work has already illustrated the potential of 

blockchain to enhance various subprocesses within 

insurance operations (Amponsah et al., 2021). 

Insurance Powered by IoT and Blockchain 

The integration of IoT devices with insurance systems 

has been increasingly explored to enable real-time data 

collection and analysis, facilitating more accurate risk 

assessment and proactive risk mitigation. By capturing 

valuable information on driver behavior, vehicle 

performance, and environmental conditions, IoT devices 

allow insurers to tailor products more precisely and 

potentially prevent accidents or incidents before they 

occur. 

However, despite their ability to sense and record data, 

IoT devices often face processing and security limitations 

due to their constrained computational capacity. 

Traditional cryptographic methods may prove inadequate 

for transmitting and storing sensitive information such as 

medical records. In this context, blockchain technology 

offers a decentralized storage solution that ensures data 

authenticity, immutability, and confidentiality. For 

instance, a blockchain-based IoT-EHR architecture has 

been developed to enhance the security and reliability of 

electronic health record systems, ensuring both patient 

privacy and effective data management (Alam et al., 

2023). 

To further safeguard highly sensitive health 

information, recent research has combined Proof of Work 

(PoW) with Practical Byzantine Fault Tolerance (PBFT) 

within smart contracts. While PoW and PBFT achieved 

accuracy rates of 92.75% and 90.15%, respectively, the 

proposed hybrid PBFT-PoW model attained an accuracy 

of 99.88%. This integration of a hybrid consensus 

protocol with blockchain technology effectively addressed 

critical concerns related to safety, security, and privacy in 

electronic applications (Palanikkumar et al., 2023). 

In a related application, an electronic device equipped 

with sensors collects data on both passengers and vehicle 

conditions, enabling automatic adjustments to insurance 

coverage based on real-time circumstances and 

preferences. This approach aims to reduce policy 

modification costs and minimize the risk of insurance 

fraud (Lamberti et al., 2018). 

Regulatory Aspects to Take into Account 

The regulatory landscape surrounding the adoption of 

IoT and blockchain technologies in the insurance industry 

is rapidly evolving (Kapadiya et al., 2022). As these 

emerging technologies gain broader acceptance, regulators 

are actively investigating frameworks to ensure consumer 

protection, data privacy, fraud detection, and compliance 

with existing insurance requirements (Setyowati et al., 

2020). Blockchain technology facilitates the creation of 

trustworthy, decentralized networks, while IoT 

environments often involve diverse and potentially 

unreliable devices. In response, recent research has focused 

on leveraging existing frameworks to establish a 

decentralized global IoT marketplace, where consumers 

pay for data and device owners are compensated for 

providing it. Such systems typically employ a distributed 

oracle layer, powered by a global network of IoT devices, 

operating on top of smart contracts to ensure reliability and 

transparency (Gigli et al., 2023; Khatun et al., 2023). 

Beyond regulatory considerations, blockchain holds 

significant promise across multiple sectors by advancing 

the understanding and application of parametric insurance 

models, particularly within the transportation industry 

(Dutta et al., 2023; Lamberti et al., 2018). This approach 

enables automated, condition-based payouts triggered by 

verifiable data, reducing administrative overhead and 

improving response times. The potential applications of 

parametric insurance extend well beyond transportation, 

encompassing diverse fields such as manufacturing, 

tourism, catastrophe risk management, agriculture, and 

aviation (Dutta et al., 2023; Karmakar et al., 2023). 

The insurance sector continues to rely on insufficient 

and outdated fraud prevention mechanisms, contributing to 

persistent challenges in data security and fraudulent 

activities. In this context, blockchain technology has 

emerged as a transformative innovation, often compared to 

the internet and the combustion engine in terms of its 

potential to disrupt established industries (Kar and Navin, 

2021; Mateen et al., 2023; Pagano et al., 2019). 

A review of the existing literature reveals a notable gap 

in automated solutions for emergency response and claims 

processing, particularly in the domain of intelligent fire 

detection and insurance frameworks. Few studies have 

addressed the integration of automated alerts to fire 

departments alongside prompt claims resolution (Bhawana 

et al., 2023). In response, recent research has proposed the 

use of smart contracts to automate both insurance claim 

procedures and notifications to fire service authorities 

(Shetty et al., 2022; Alnuaimi et al., 2022). The 

performance of such proposed solutions is typically 

evaluated through security analysis and comparison with 

existing systems (Trivedi and Malik, 2022). 

By addressing the inherent limitations of centralized 

systems, blockchain technology holds the potential to 
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fundamentally transform the insurance industry. 

Traditional insurance processes are often characterized by 

centralization, high costs, and tedious paperwork, 

resulting in significant frictional costs and inefficiencies 

for customers. Blockchain-based platforms offer a means 

to enhance the efficiency, transparency, and 

trustworthiness of insurance transactions (Alwis and 

Jinasena, 2022). However, due to the complexity and trust 

requirements of certain insurance products, traditional 

firms may be hesitant to adopt such innovative contracts. 
The acceptability of blockchain technology in specific 

contexts has also been explored. A quantitative study 

conducted on 213 enterprises across various industries in 

Lebanon examined the factors influencing the adoption of 

blockchain for business interruption insurance amid 

sanitary and economic crises. The findings revealed that 

acceptability varied according to sociodemographic 

factors. In this challenging environment, decentralized 

finance (DeFi) and smart contracts have been proposed as 

viable solutions to address high insurance premiums and 
currency depreciation (Boustani and Elisabetta, 2022). 

Traditional Insurance Policy vs Proposed Insurance 

Technology 

The traditional manual approach to insurance policy 

settlement is widely recognized as lengthy and inefficient 

(Hassan et al., 2021). The complexity of the settlement 

process is further compounded by hidden terms imposed 
by insurers and allegations of fraud raised by 

policyholders. In response to these challenges, blockchain 

technology and smart contracts offer transformative 

potential by providing irreversible data storage, enhanced 

privacy, authenticity, integrity, and overall transactional 

efficiency (Ananna et al., 2023). 

Another critical yet often overlooked area is the 

subrogation process in insurance, which remains tedious 

and protracted, leading to substantial administrative costs 

and delays in claims processing. Despite the emergence of 

various blockchain-based proposals for general insurance, 
the specific issue of subrogation has not been adequately 

addressed in existing research (Bhadra et al., 2022). This 

gap highlights the need for further exploration of 

blockchain applications to streamline subrogation and 

improve end-to-end claims management. 

Hash Key Generation and Smart Contract 

In a recent study focused on medical record platforms, 

researchers developed a smart contract algorithm 

designed to manage access to healthcare systems by 
addressing identity and reliability concerns while 

ensuring immutable execution. The algorithm was 

implemented using the Solidity programming language 

within a permissioned, private architecture. Additionally, 

a novel consensus mechanism incorporating a hash 

function was introduced, demonstrating a 22% 

improvement in processing speed and significantly 

reduced computational resource consumption compared 

to existing approaches (Mendoza Arvizo et al., 2023). 

Collectively, the existing body of research underscores 

the transformative benefits of blockchain technology, 
including enhanced transparency, decentralization, and 

trust (Amponsah et al., 2021; Mateen et al., 2023). 

Simultaneously, IoT has enabled real-time monitoring 

capabilities across various industries (Lamberti et al., 

2018). In the healthcare domain, the integration of 

blockchain and IoT has shown promise in improving data 

privacy and preventing fraud (Alam et al., 2023; 

Palanikkumar et al., 2023). Despite these advancements, 

insurance-specific applications of integrated blockchain-

IoT systems remain comparatively underexplored. 

This study addresses that gap by extending prior 
conceptual frameworks through the implementation and 

empirical validation of a blockchain-IoT hybrid platform 

tailored for vehicle insurance. The research advances the 

state of the art in several key ways: first, by demonstrating 

a functional prototype that integrates both blockchain and 

IoT technologies; second, by presenting a comprehensive 

risk management framework tailored to insurance 

contexts; third, by applying mathematical cryptographic 

computations to enhance system security; and finally, by 

providing pilot study results that demonstrate measurable 

improvements in operational efficiency and reductions in 

fraudulent activities. 

Materials and Methods 

The research design outlines the overall structure and 

approach adopted in this study. A mixed-methods strategy 

is employed, combining quantitative simulations with 

qualitative feedback research procedures. This dual 

approach enables a comprehensive investigation: 
quantitative methods provide statistical analysis for 

objective measurements, while qualitative approaches 

facilitate an in-depth understanding of subjective factors 

relevant to the research context. 

Mathematical Computation for Security 
 
 Hashing Function: 𝐻(𝑥) = 𝑆𝐻𝐴256(𝑑𝑎𝑡𝑎), ensuring 

tamper-proof records 

 ECC: y2 = x3 + ax + b, ensuring secure key exchange 

with lower computational overhead 

 Computational Complexity 

o SHA-256 hashing → O(n) 

o ECC encryption/decryption → Based on discrete log 

problem, infeasible to break with current computing 

 To ensure tamper-proof claim records, the system 

applies a cryptographic hash function 

 H(x) → {0,1}n 

 where 𝑥is the transaction data and 𝑛 is the hash length. 

Each block Bi stores the tuple 
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 Bi = (Txi , H(Bi−1), Timestamp, Nonce) 

 Security is guaranteed since altering any transaction Txi 

requires recomputing all subsequent hashes. The Proof-

of-Work consensus ensures that the expected 

probability 𝑃of a malicious node successfully rewriting 

history decreases exponentially 

 P ≈ (
q

p
)

z

 

 where 𝑞 is the attacker’s hashing power, 𝑝 the honest 

network power, and 𝑧 the number of blocks to be 

altered. With q <  0.5, P → 0 as 𝑧 increases, 

confirming blockchain immutability 

 

Testing Environment and Pilot Study 
 

 Blockchain Platform: Hyperledger Fabric with private 

Ethereum testnet 

 IoT Devices: Raspberry Pi with GPS and accelerometer 

 Software Tools: Solidity for smart contracts, Python for 

sensor integration 

 Pilot Setup: 10 vehicles instrumented with IoT devices. 

Controlled crash scenarios were simulated, and claims 

auto-verified 

 

By utilizing the special qualities of blockchain 

technology and IoT, the suggested blockchain-based 

insurance solution seeks to overcome the aforementioned 

issues. There are three main parts of the system. 

Safe Network for Blockchain 

The foundation of the system is a tamper-proof and 

secure blockchain network that offers a distributed and 

transparent ledger for all insurance transactions (Lamberti 
et al., 2018; Kapadiya et al., 2022). By guaranteeing the 

data's traceability and immutability, this promotes participant 

accountability and confidence (Setyowati et al., 2020). 

Autonomous Smart Contracts 

Underwriting, risk assessment, and claims settlement 
are just a few of the insurance operations that can be 
automated with smart contracts self-executing contracts 
kept on the blockchain (Gigli et al., 2023). Smart contracts 
lower operating expenses and increase efficiency by 
carrying out transactions automatically and enforcing the 
conditions of insurance policies (Khatun et al., 2023; 
Dutta et al., 2023). 

IoT Devices Installed in Assets Under Insurance 

In order to gather real-time data on a variety of factors, 

Internet of Things (IoT) sensors are put in insured assets, 

including machinery, residences, and cars (Lamberti et al., 

2018; Dutta et al., 2023). The blockchain network receives 

this data, which gives insurers insightful information for risk 

assessment, proactive risk reduction, and customized 
insurance products (Karmakar et al., 2023). 

Architecture and Design of Systems 

To ensure that the communication between the 

blockchain network, smart contracts, and the Internet 

of Things devices is safe and effective, the system 

architecture was carefully constructed. Data security 

and privacy are accorded a high priority during the 

design process. 

The architecture of the proposed blockchain-based 
insurance system can be seen in Fig. 5 and in this diagram, 

the interactions between smart contracts, the IoT devices, 

insurance players, and blockchain network are visible. 

Development of Smart Contracts 

A computer language like Solidity or Vyper is used to 

create smart contracts, which are used to automate several 

insurance procedures. To guarantee their functioning and 

security, these contracts undergo extensive testing. 
 

 
 

Fig. 5: The Architecture of a Proposed Blockchain-Based Insurance System 
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IoT Device Integration 

In order to gather data from insured assets in real time, 

IoT devices are incorporated into the system. To 

guarantee safe and dependable data transfer to the 

blockchain network, data transmission protocols are 

developed. The insured asset and the required data points 

will determine the precise kind and setup of IoT devices. 

IoT sensors, for example, can gather information on 

driving habits, the position of the vehicle, and the 

surrounding environment in the context of auto insurance 

as shown in Fig. 6.  

Registration Process 

To use the proposed blockchain-based system, the users 

simply need to open the specific URL of the blockchain 

network and start the registration process. After visiting the 

platform, they give crucial vehicle information and account 
information. Security and integrity are achieved by the 

system by implementing a proof of work, which is a 

consensus mechanism implemented by miners in the 

network. Mutual authentication (MTLS) is used to provide a 

secure channel of communication between parties. Then, it 

will generate a personal key, which will give a unique access 

to the platform. The system will then go ahead to construct a 
smart contract, which personalizes the best insurance policy 

depending on the specified information. An extra wave of 

security is also brought by placing an IoT device in the 

registered vehicle. This integration elevates the level of data 

immutability and traceability in that all the information can 

be accessed safely and can only be accessed by the related 

private keys. Under this ultimate configuration, users will 

have a smooth flow through the platform since they can log 

in with their personal keys. Such a simplified process ensures 

easy renewal, quick processing of claims and a hassle-free 

update which is a big leap in the user experience in the 
vehicle insurance sphere as demonstrated in Fig. 7. The 

architecture of the system based on blockchain, smart 

contracts, and IoT creates a solid and safe framework of the 

insurance policy management. 
 

 
 

Fig. 6: IoT Device Integration 
 

 
 

Fig. 7: Registration Process 
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Claiming Process 

When a successful registration process is completed, 
the insurance claims in the system can be easily initiated 

through the logging into the blockchain network with the 

help of the granted certificate. In case of an accident, the 

corresponding IoT sensors implemented in the car are 

triggered, which is immediately sent through the 

blockchain network using a secure communication 

protocol. The IoT is central to making the process of 

claims faster since damages are computed with accuracy 

relying on the real-time data that is given by these sensors. 

The system, based on this data, creates an autonomous 

smart contract in the form of a code. This new smart 

contract is an evolving and self-executing contract, which 
removes the burdensome questions and voluminous 

paperwork that are characterized when filing an insurance 

claim. The resulting smart contract will serve as the only 

source of truth that will store all the relevant information 

and whether the claims are to be settled or not. After the 

smart contract is implemented, the pre-set monetary 

compensation will be automatically deposited directly 

into the account of an insured party. It is not just a quick 

and automated system that will accelerate the claims 

settlement but will also be much better when it comes to 
transparency and the burden of administration on the 

insurance company and the policy holder. Blockchain 

combined with IoT sensors and smart contracts will 

change the climate of the insurance business and make it 

more efficient, secure, and user-friendly as shown in Fig. 8. 

System Evaluation and Implementation 

Extensive testing is done to test the scalability, 

security and functionality of the system. The testing 

scenarios include simulation of various insurance 

operations, performance of the integration of IoT devices, 

and testing the communication with smart contracts. 

Testing is completed after which the system is placed in a 

safe, supervised environment. 

 

 
 

Fig. 8: Workflow for Processing Claims 
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Results 

This section presents the experimental findings 

obtained from evaluating the proposed system under 

various parameter configurations. Graphical 

representations are included to visually illustrate the 

results and enhance interpretability. 

User Interface of Our Proposed System 

Figure 9 demonstrates the core blockchain operations 

relevant to the insurance industry, highlighting key 
functionalities of the system. The interface enables users 

to enumerate blockchain nodes, providing an overview of 

network participants and their roles. Additionally, it 

allows retrieval of unique node identifiers, ensuring 

secure and authenticated communication within the 

network. A ping operation to the blockchain master node 

is incorporated to verify network connectivity and 

operational status. Finally, the interface supports access to 

the most recent block on the blockchain, emphasizing 

real-time availability of transaction data. Collectively, 

these operations contribute to the transparency, 
efficiency, and seamless functioning of the proposed 

system within the insurance sector. 

 

 
 
Fig. 9: Essential Operations for Seamless Insurance 

Transactions 

 

 
 
Fig. 10: Operations performed in Vehicle’s Insurance Policy 

 

Figure 10 illustrates the key operations within the 

vehicle insurance policy framework, beginning with the 

creation of identity key pairs to enable secure and 

personalized user access. Through the system, users can 

initiate the purchase of insurance contracts, a process 

seamlessly facilitated by blockchain technology. The 

platform also allows users to view existing insurance 

contracts, promoting transparency and ease of access. In 

the event of a claim, the system executes streamlined 

blockchain operations to support swift and automated 

claims processing. Together, these functionalities 

empower users by providing a user-friendly interface for 
managing insurance policies with enhanced security and 

operational efficiency. 

Figure 11 highlights the creation of key pairs upon 

network entry, displaying both the private and public keys 

that constitute the user's identity. This cryptographic 

pairing strengthens security among network participants 

by enabling authenticated and encrypted interactions. The 

private key, known only to the user, ensures personalized 

access and authorization, while the public key serves as a 

verifiable counterpart for communication and verification 

purposes. The seamless generation of these key pairs 
reinforces the robustness of user authentication, forming 

the foundation for secure transactions and interactions 

within the network. 

Figure 12 focuses on the process of selecting and 

submitting an insurance contract within the network. The 

interface presents four key input fields—owner name, 

vehicle number, contract name, and contract code—where 

users enter essential information to initiate a contract. This 

intuitive design facilitates accurate and complete data 

submission, streamlining the onboarding process. The 

inclusion of these fields ensures that ownership details, 

vehicle specifics, and contract identifiers are clearly 
captured. By offering a seamless and transparent 

interface, the system enhances the user experience and 

supports efficient contract initiation within the 

blockchain-based insurance network. 

 

 
 
Fig. 11: Establishment of Key Pair 

 

 
 
Fig. 12: Selection and Submission of Insurance Contract in 

Network after entering all the required details 

 

Figure 13 illustrates the process of hash key 

generation, a fundamental operation within the 

blockchain system. Hash keys are cryptographic 
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representations of data, algorithmically generated to 

uniquely identify information stored on the blockchain. 

This mechanism is essential for ensuring data integrity 

and system security, as any alteration to the input data 

results in a completely different hash output. The figure 

demonstrates the complexity of the algorithmic process 

involved in creating these hash keys, providing a visual 

representation of the underlying mechanism that 

guarantees the immutability and traceability of 

information recorded on the blockchain. Hash key 

generation serves as a cornerstone of blockchain 

technology, not only ensuring the authenticity of 

transactions but also reinforcing the decentralized and 

secure architecture upon which the system is built. 
 

 
 

Fig. 13: Hash key of the generated Block in Blockchain is generated 

 

 
 

Fig. 14: Methods in Smart contract has been deployed 

 

Figure 14 illustrates the master node selection process, 

a critical landmark in the blockchain system. This 

operation is fundamental to maintaining efficiency within 

the decentralized network, as the master node is 

responsible for monitoring and authenticating transactions 

while facilitating consensus among participants. The 

figure graphically represents the strategy underlying the 

selection of a master node, a decision that significantly 

influences network performance and integrity. This 

process is essential for establishing a robust and reliable 

blockchain infrastructure, contributing to system stability 

and the overall effectiveness of decentralized operations 

within the digital environment. 

Figure 15 provides a visual overview of the post-

establishment phase of an insurance contract, emphasizing 

network access following the generation of a key pair. 

Users are authenticated securely using their unique private 

keys, ensuring that only authorized individuals gain 

access. Upon successful authentication, the system allows 

users to view their public keys, which serve as 

cryptographic counterparts managed through the private 

key. This mechanism enhances both security and secure 

communication within the network. The graphical 

representation highlights the combination of user-friendly 

design and robust cryptographic protocols, illustrating a 

seamless and secure interaction model for managing 

insurance contracts on the blockchain network. 

 

 
 
Fig. 15: Login to the network 
 

Figure 16 demonstrates the derivation of a public key 

using the corresponding private key, illustrating the 

cryptographic relationship that underpins secure identity 

management within the blockchain network. Figure 17 

presents the initial state of the blockchain network upon 

launch, characterized by the absence of additional blocks 

and a blank transaction hash. This snapshot captures the 

blockchain prior to any recorded transactions or data 

entries, highlighting its foundational state. The empty 

transaction hash signifies that no transactions have yet 
been recorded, underscoring the transparency and 

traceability inherent to blockchain systems. Together, 

these visual examples provide a clear depiction of the 

blockchain's genesis state, a blank slate awaiting the 
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sequential addition of immutable, cryptographically 

linked blocks that will ultimately form a secure and 

decentralized ledger. 

 

 
 
Fig. 16: Information of Key Pair 

 

 
 
Fig. 17: Blockchain network setup for Transaction 

 

The master node has been allocated to establish the 

Proof of Work consensus mechanism. Once the node is 

synchronized with the network, it undergoes a verification 

process to confirm its synchronization status before 

connecting to the user interface via the Sanic API. Upon 

successful establishment of the node, the network is fully 

operational and ready to process transactions. 

Following network verification, both the master node 

and delegate nodes are confirmed, and a new block is 
appended to the blockchain for each of these nodes, with 

its corresponding hash key generated. Concurrently, 

additional smart contract functions are triggered for 

processing. Figure 18 illustrates the automation of smart 

contracts, highlighting a critical feature of the blockchain 

system. Smart contracts, self-executing algorithms 

encoded with predefined conditions, operate 

automatically once their triggering conditions are met. 

This automation eliminates manual intervention in 

insurance-related operations such as claims processing 

and policy execution. The graphical representation 

emphasizes the efficiency gains achieved through 

automation, demonstrating how smart contracts simplify 
and expedite complex transactions. This not only saves 

time but also enhances accuracy, establishing a seamless 

and secure framework for fulfilling contractual 

obligations within the blockchain network. 

Upon transaction completion, the new block is inserted 

into the blockchain, and the transaction hash is populated 

with the hash key generated from the preceding 

transaction. 

Figure 19 clearly depicts the transaction process, 

illustrating the inclusion of a new block within the 

blockchain. The transaction hash, previously empty, is 
now populated with the hash key generated from the 

preceding transaction. This visual representation 

summarizes the seamless and secure workflow inherent to 

blockchain operations. The completed transaction hash 

serves as a cryptographic link connecting the current 

transaction to the previous one, thereby ensuring the 

integrity and traceability of the entire transaction history. 

This illustration reinforces the foundational principles of 

blockchain technology, emphasizing both the immutable 

nature of transactions and the interconnected structure of 

the decentralized ledger. 

Figure 20 captures a critical user interaction within the 
system: an insurance holder accessing the platform to file 

a claim regarding specific damage. The user interface 

provides a smooth and secure access procedure, 

safeguarding the privacy and authenticity of the 

policyholder. Authentication is performed using the user's 

private key, which grants access to insurance-related 

functionalities. This graphical depiction highlights the 

user-friendly design of the claims management process 

within the blockchain system, offering a clear and intuitive 

interface that enables policyholders to navigate the 

platform and initiate claims efficiently and without 
unnecessary complexity. 

 

 
 

Fig. 18: Master node selection 
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Fig. 19: Master node selection 

 

 
 
Fig. 20: User Interface for Insurance Holder 
 

Figure 21 illustrates the generation of a hash key in 

response to a submitted claim request. Once generated, the 

hash is transmitted from the front end of the insurance 

contract interface to the back end, where it is recorded on 

the blockchain alongside the latest request. The current 

transaction and smart contract details, corresponding to 

the selected claim, are now visible on the blockchain 

network using this hash key as a reference. 

Following claim selection, a series of methods and 

functions are initiated on the network to facilitate further 
processing. As shown in Figure 22, if no contract name is 

entered by the user, the system prevents block addition and 

displays an error message indicating incorrect or missing 

information, thereby ensuring data integrity and guiding 

the user toward successful submission. 

When all details are correctly provided and the claim 

request aligns with the verified information on the 

network, mutual authentication is completed, and the 

transaction is processed successfully. Figure 23 captures 

this pivotal moment, depicting the successful execution of 

a transaction and the subsequent addition of a new block 
to the blockchain. The details of the successful transaction 

are visible on the network, and the claim is automatically 

processed, with the required amount credited to the 

policyholder's bank account. This visual representation 

underscores the seamless, secure, and efficient nature of 

blockchain-based transactions. Each successful 

transaction contributes to the ever-expanding and 

immutable chain, reinforcing the principles of 

transparency, security, and decentralized trust that define 

blockchain technology. 
 

 
 

Fig. 21: Information about the new transaction on Blockchain 

 

 
 

Fig. 22: Information about the new transaction on Blockchain 
 

 
 

Fig. 23: Transaction Successful and Block added to the blockchain 
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Proposed System Transactions on UI at Backend 

Figures 23 through 28 present a series of screenshots 

capturing key transaction processes within the system. 

Commands displayed under hash tags reflect transactions 

conducted at the blockchain user interface, while 

corresponding payload data illustrates the associated 

insurance contract transactions linked to the same hash. For 

each transaction, whether successful or failed, a new block 

is appended to the blockchain, demonstrating the system's 

consistent and immutable recording mechanism. 

The deployment of the proposed blockchain-based 
insurance system has yielded several encouraging 

outcomes, highlighting the platform's potential to enhance 
transparency, efficiency, and reliability in insurance 

operations. 
 

 
 

Fig. 23: Network establishment and details entered 
 

 
 

Fig. 24: Details don’t match and contract name is not there in module 
 

  
Fig. 25: Hash created with the unsuccessful transaction as it shows the security of the network 
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Fig. 26: Unsuccessful transaction with incorrect Private key 
 

 
 
Fig. 27: Correct credentials entered and with mutual authentication automatic claim executed and money transferred to the insured 

account 
 

 
 

Fig. 28: Successful transaction and hash key created with successful automatic Insurance claim 



Preeti Sharma et al. / Journal of Computer Science 2026, 22 (3): 1014.1033 

DOI: 10.3844/jcssp.2026.1014.1033 

 

1029 

Increased Trust and Transparency 

The inherent transparency and immutability of 
blockchain technology foster greater trust among 

regulators, insurers, and policyholders. By recording 

every insurance transaction on an immutable ledger, the 

system creates a verifiable and auditable trail of all 

activities. This enhanced transparency is poised to 

increase customer confidence, strengthen regulatory 

compliance, and reduce the incidence of fraud within the 

insurance ecosystem. 

Automated Procedures for Insurance 

Smart contracts streamline various insurance 

processes, including underwriting, risk assessment, and 

claims settlement, by automating complex workflows 

(Pagano et al., 2019). This automation minimizes manual 

intervention, reduces the potential for errors, and 

significantly improves operational efficiency. For 

policyholders, the benefits include more personalized 

insurance plans, faster policy issuance, and expedited 

claims processing, ultimately enhancing the overall 

customer experience. 

Instantaneous Risk Evaluation and Reduction 

IoT devices provide insurers with real-time access to 

covered assets, enabling continuous risk monitoring, early 

detection of potential losses, and proactive mitigation 

strategies. This real-time data can be leveraged to deliver 

tailored risk management recommendations, dynamically 

adjust insurance premiums, and even prevent incidents 

before they occur. 

Preventing Fraud 

The tamper-proof nature of blockchain technology 

makes data manipulation and fraudulent activities 

exceedingly difficult, if not virtually impossible (Mateen 

et al., 2023). This inherent security feature helps preserve 

the integrity of the insurance ecosystem, protects insurer 

revenues, and has the potential to significantly reduce 

insurance fraud (Kar and Navin, 2021). 

Discussion 

Comparison Between Current and Proposed 

Technologies 

A comparison between existing and proposed vehicle 

insurance technologies reveals a significant transformation in 

the insurance landscape. Current insurance policies are 
characterized by several limitations, including rigidity, 

limited transparency and traceability, time-consuming 

processes, and the absence of a robust proof-of-work 

mechanism for transaction validation. In contrast, the 

proposed blockchain-based insurance system offers 

immutability, transparency, and efficiency through 

predetermined settlement amounts visible to all parties 

involved. The decentralized architecture of blockchain 

introduces a Proof of Work consensus algorithm for 

transaction validation, ensuring a robust and secure 

framework. Additionally, the proposed system substantially 
reduces operational costs due to its decentralized and 

streamlined nature; key differences are summarized in Table 

1. Overall, the proposed system presents a more secure, 

transparent, and cost-effective solution for vehicle insurance. 

Figure 29 illustrates the various components that replace 

those used in the traditional system. 
 

 
 
Fig. 29: Difference between Current and Proposed 

Technologies for Vehicle’s Insurance 

 
The insurance business stands to gain a great deal from 

the proposed scheme, including: 
 
 Increased Transparency and Trust: The immutability 

and traceability of blockchain technology offer a 

reliable and transparent record of all insurance 

transactions, promoting confidence amongst regulators, 

insurers, and policyholders 

 Automated Insurance Processes: By automating a 

number of insurance procedures, smart contracts 

minimize errors, increase efficiency, and decrease 

manual intervention 

 Real-time Risk Assessment: By giving insurers access 

to up-to-date information on risk variables, Internet of 

Things devices help them proactively detect and reduce 

risks 

 Fraud Prevention: The integrity of the insurance 

ecosystem is protected by blockchain's secure and 

transparent nature, which makes it nearly difficult to 

falsify data or conduct fraud 
 
Performance Metrics 
 
 Claim Settlement Time: Reduced by 40% compared to 

manual systems 

 Fraud Detection Accuracy: >92% fraudulent attempts 

flagged through sensor-led verification 

 Transaction Throughput: ~200 transactions per minute 

under load testing 

 System Latency: Average processing delay of 3.5 

seconds per claim transaction 
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Table 1: Comparison between current and proposed Technologies 

Factors Current insurance policies Proposed insurance policies through blockchain 

Immutability: Making modifications 
or remove the existing information. 

It could be done, which results in 
fraudulent transactions, be it with a 

physical document or digital file. 

It is not possible to make changes to any 
existing block, however a new block can be 

created to mention any modification. 

Transparency and traceability: 
Information known/accessible and 
verifiable. 

Claim settlement amounts Could 
vary, even though the extent of 
damage is same in two exactly same 
comparative cases, which is one of 
the reasons of no transparency in the 
Existing process. In the context of 

traceability, it is exceedingly    
challenging to go through the records 
from the past. 

The settlement amount is predetermined in the 
system, the insured gets to know it while 
getting the policy and the information is 
accessible to everyone with their respective 
private key. Authentication of any past record 
is effortless in case of blockchain technology. 

Time consumption: For the whole 
process, starting from the purchase of 
policy until the settlement of claim. 

Due to involvement of various steps 
and parties claim settlement takes 
longer than it is supposed to and in 
case of offline purchase of policy it 
definitely takes more time than 

online. 

Buying policy and claim settlement, both are
 done online, neither there is any 
third-party association nor the insured has to go 
through
 numerous steps which make the 
whole process speedy and saves enormous 

amount of
 time for both insured and insurer. 

Consensus It does not include any solid proof of 
work technique for any transaction to 
happen. 

It has proof of work consensus algorithm for 
any transaction in the network. 

Expenditure: Cost involved in doing 
business 

The capital, manpower, time and 
other relevant resources needed, to 
make the whole process work, are 

beyond expensive. 

Because of the decentralized nature of this 
technology the resources and capital used in the 
process    is incredibly less which makes it 

favorable cost wise. 
 

Stakeholder Feedback 

Survey of 20 stakeholders (insurers, policyholders, 

regulators): 
 
 80% reported increased trust due to transparency 

 75% preferred blockchain-enabled automation over 

manual handling 
 
Illustrative Example Accident Claim Case 

IoT sensors include the acceleration of the vehicle (–
12 m/s 2), GPS position, and the time of impact in the 

circumstances of a collision. This information is 

communicated to the blockchain. A smart contract will 

check the requirements (impact exceeded the policyholder 

set threshold, location is where the policyholder is) and 

automatically settle claims. The compensation is paid to the 

insured in minutes and recorded in an irrefutable manner. 

Limitations 

The insurance system, which is being proposed and its 
foundation is based on blockchain technology, provides a 

revolutionary solution to the issues facing the traditional 

insurance industry. Although things have turned out to be 

promising as far as the system is concerned, there are 

several problems yet to be addressed before it is 

extensively adopted: 
 

 Mutual Recognition and Cooperation 

 The incompatibility of blockchain platforms and 

smart contract languages may make it more 

difficult for various insurance systems to 

communicate with one another. Attempts at 

standardization are under progress to tackle this 

issue (Bhawana et al.,  2023) 

 Regulatory Structure 

 The insurance industry's regulatory environment 

for IoT and blockchain technology is still 
developing. To guarantee consumer protection, 

data privacy, and adherence to current insurance 

legislation, precise regulatory requirements are 

required (Alnuaimi et al., 2022) 

 Considerations for Cybersecurity 

 IoT devices and blockchain technology provide 

new cybersecurity threats. Strong cybersecurity 

defenses are necessary to fend off harmful 

assaults, unauthorized access, and data breaches 

(Shetty et al., 2022) 

 Public Knowledge and Acknowledgment 

 For blockchain and IoT to be widely used in the 
insurance sector, public acceptance and 
understanding are essential (Trivedi and Malik, 
2022). Pilot projects and educational initiatives 
can support the development of mutual trust and 
understanding between policyholders and 
insurers (Alwis and Jinasena, 2022) 

 Challenges: Despite promising results, the 

proposed model faces practical challenges 

 Interoperability: Different insurers may adopt 

heterogeneous blockchain platforms, hindering 

cross-company claim validation 
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 Regulatory Compliance: Data privacy (e.g., 

GDPR, IRDAI guidelines) requires careful 

handling of IoT records 

 Cybersecurity Risks: While blockchain ensures 
immutability, IoT devices remain vulnerable to 

physical tampering and denial-of-service attacks 

 Public Awareness: Adoption depends on user 

acceptance, requiring training for both insurers 

and policyholders 
 

Conclusion 

This study has examined the application of blockchain 

technology and the Internet of Things within the insurance 

sector, noting that blockchain has fundamentally shifted 

perspectives and inspired innovative business models 

across the industry. Today, numerous insurers recognize 

the strategic value of blockchain technology, and looking 

ahead, the integration of blockchain and insurance is 

expected to become increasingly prevalent, extending its 

impact across diverse segments of the insurance industry. 

The outcomes of this study fulfill several key objectives, 

beginning with the automation of claims settlement 

through smart contracts. From the occurrence of an 

insured event to the disbursement of indemnities, all 

relevant information and data are generated automatically, 

eliminating the need for manual investigation, damage 

assessment, and review. The blockchain network can be 

programmed to autonomously trigger indemnity 

payments, for instance, in the event of a car accident, with 

relevant insurance data self-gathered and uploaded to the 

network, significantly accelerating the claims process 

compared to traditional methods while reducing labor 

costs and enhancing customer service. 

Another objective fulfilled is the use of information 
sharing to enable secure consumer identity verification, 

addressing the persistent challenge of undue pressure 

exerted by agents on consumers regarding surrender or 

survivor benefits. Critically, insurance businesses lack a 

unified system for controlling consumer identification. By 

issuing clients a blockchain-based identity, identifying 

information becomes verified by all network participants, 

reducing reliance on centralized identification systems 

and substantially minimizing the risk of legal disputes 

within the industry. Furthermore, the study demonstrates 

how blockchain can offer information to establish an 
industry-wide blacklist, addressing the low standards that 

result in a high percentage of agents breaching the 

principle of good faith and customers engaging in 

unlawful activities. Due to the absence of a shared 

blacklist platform, practitioners and fraudulent clients 

cannot be identified, and no effective feedback mechanism 

exists. Through blockchain-based data storage 

technologies, a transparent and accessible industry 

blacklist database can be established, serving as a critical 

tool to inhibit insurance fraud. 

The study also addresses the improvement of mutual 

insurance systems through traceability technology, 

tackling the major barrier of participants' lack of visibility 

into fund operations. Blockchain's information traceability 
enables participants to gain full understanding of the 

spending and whereabouts of every fund, empowering 

customers to have complete confidence in mutual 

insurance companies. Those operating under fully 

trustworthy circumstances are well-positioned for long-

term success. Finally, the research addresses combating 

false claims using on-chain data of insured subjects, 

noting that once a property insurance contract is written, 

insurers typically lose control over the actual status and 

location of the insured subject. This lack of control creates 

vulnerability to substantial compensation claims, 
particularly in areas such as cargo transportation 

insurance, artwork insurance, and guarantee insurance. By 

leveraging blockchain technology to bridge underlying 

assets to the chain, insurers achieve end-to-end tracking 

and management of insured assets, ensuring that the 

advantages stipulated in the agreement are preserved 

while eliminating risks associated with duplicate 

coverage, unnecessary protection, and fraudulent 

assertions. 

Future Scope 

Decentralization enhances information sharing by 

reducing the monopoly gains typically associated with 

information asymmetry. As a result, insurance companies 

must become more attentive to pricing strategies, product 

development, claims services, and reputation risk 

management, all of which present additional challenges to 

corporate leadership. At the same time, ensuring the 

accuracy of original data at the very beginning of 

operations remains critical across all aspects of the 

insurance industry. It is equally important to develop 

effective mechanisms for responding to false information 

provided by insured parties. 

Looking ahead, the challenges identified in this study 

warrant further investigation, building upon the 

foundation established by existing work. Future research 

directions may include more profound analysis of specific 

mechanisms for overcoming the current limitations of this 

study. The processing of vehicle data, for instance, opens 

avenues for expanded research on IoT sensors. By 

leveraging real-time data collected through sensors, 

subsequent studies can pursue several promising 

directions: further investigation may focus on mechanisms 

to address current limitations; accuracy can be enhanced 

through diverse IoT strategies; future work can benefit 

from incorporating more authentic, real-world data, 

despite the time-intensive nature of such efforts; and more 

detailed discussions of this work may incorporate a 

broader range of IoT sensors and their applications. 
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Ultimately, blockchain represents a fascinating 

technological innovation with the potential to benefit 

individual insurers across the globe. As this 

transformation unfolds, it is essential to confront common 

challenges collectively and work cooperatively toward the 
betterment of the industry, ushering in what promises to 

be a bright new era for insurance. 
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